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Construction and Operation of Intrusion Detection System 
at National Institute of Technology, Kumamoto College, Yatsushiro Campus 
Shunsuke Oshima1,*, Yoichi Fujimoto1, Mai Iwamoto2 
 
 
In order to detect cyber security threat at NIT Kumamoto, Yatsushiro Campus, we construct and operate an Intrusion Detection 
System (IDS) in our computer network since December, 2017.  IDS has based on a predetermined signature and it can detect 
intrusions, attacks and other signs by monitoring packet-flow through the computer network.  In this paper, we report 
introduction, construction and operation of this system. 
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12/18-11:27:57.684574  [**] [129:12:1] Consecutive TCP small
segments exceeding threshold [**] [Classification: Potentially Bad
Traffic] [Priority: 2] {TCP} 10.*.*.*:41714 -> *.217.*.110:443 
12/18-11:28:01.117007  [**] [129:5:1] Bad segment, adjusted size
<= 0 [**] [Classification: Potentially Bad Traffic] [Priority: 2]
{TCP} 10.*.*.*:51521 -> *.52.*.18:80 
12/18-11:28:02.986880  [**] [129:15:1] Reset outside window [**]
[Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
10.*.*.*:50098 ->  *.58.*.227:443 
12/18-11:28:03.332611  [**] [129:14:1] TCP Timestamp is missing
[**] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
10.*.*.*:52261 -> *.13.*.3:443 
?
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